considered n:gll].{.{::-r'u v1ul ptions,’
he said,

“The suspicious-activity
FEPOTng svsrem 15 an administra-
tive mandate,” Serino continued,
“If there are violations, they
should be handled through the
administrative process. But sever-
al cases have been brought in
which failures to file suspicious
activities have led to criminal
prosecutions. T'his issue is some-
what vroubling, and it needs o be
focused on not only by the banks,
but alsa by the Congress,

“Also, in the case of mergers
and acquisitions and marrcrs
invalving corporate applications,
the Patrior Act requires regulators
to cvaluare banks' compliance
with BSA and anti-money-laun-
dering regulations. So it affeces
your corporate applications if vou
have problems in this area ™

What Banks Need to Do

The law mandates compli-
ance programs, so responsibilicy
for them should begin ar the top
of the arganizarion. A November
10, 2004, QCC memorandum reit-
erates that the law mandates the
agencies initiace an administrative
action against 4 banlk if there is a
violation of this program r{:r_tuin:-
ment,
examindtion report for a violation
of the program regulation—
whether it 15 at the OCC or the
other agencies—it's going to cre-
dte major concemms and major
problems for you,™ says Serino,

Banks must ensure they have
a goud due-diligence process o
both know their eustomers and
know their employees. “No one
customer or no one emplovee is

“If you are cited in an

NO ONE CUSTOMER OR NO ONE EMPLOYEE IS
 IMPORTANT ENOUGH TO COMPROMISE A BAN
ElEFIHATHJH SHOULD PROBLEMS ARISE OUT O
~ ANTI-MONEY-LAUNDERING AND TERRORIS|
' FINANCING AREAS.
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important cnough to compromise
a bank's reputation should prob-
lems anse out of the anti-money-
laundering and terrorism-finane-
ing arcas,” cautioned Serino.

A provision of the Patrior Act
specifically provides banks with
immunity if they provide back-
ground information about a for-
mer employee to a requesting
bank. “If you are going to disclose
informarion to another bank
under this provision, vou need to
follow the starute exactly to quali-
Fy for the protection,” said Serino.

Baris agreed that knowing -
your employee is extremely
important. “The worst violations
of BSA accur when an employee
or an officer of the bank acts in
concert with a money launderer or
a terronst organization,” he said,
It can undermine any system the
bank might pur in place. Knowing
your emplovees is essenrial.”

Serino said banks must
resolve any doubts abour individ-
wals or accounts before hiring
them or taking them on as a cus-
tomer. Also, he warned, cases of
employes wrongdoing need to be
resolved carefully, “Banks muse
document whether or not they
filed & referral an the individual.
If you do not file a referral, some-
body mighe later question if vou
had 2 bias toward that individual,”
he said, "You need to document

TR

—ROBERT SERINO,

why you did not file a refereal if
there 15 a question about an
employee's conduer.”

Similarly, he said there should
be documentation to support why
a Suspicious Activity Report was
or was not filed.

What Is a Compliance Program?
A compliance program is very

simple, requiring four elements:

1. A designated compliance offi-
cer who has sufficient authori-
ry and responsibility and is
supported by the board of
directors,

2. An annual training program in
all areas of the bank, includ-
ing the board of directors.
Employees in various bank
areas require different types
of ongoing taining. If regula-
rions or policies change, addi-
tronal raining may be need-
ed.

& An audit and ongoing moni-
toring of the overall compli-
ance program ensures that the
expected use of accounts is
being followed,

4. Adequate policies and proce-
dures for BSA concerns, espe-
cially in the suspicions actieity
reporting system and in the
Euow your casiemer system.
Regulations issued pursuant

to the Patriot Act dealing with the

Customer Identification Program
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r{:gul.wu.rs believe that it is
essential for banks o under-
stand these elements
ensure thar no suspicious
activities are going through
that purticulsr account,

Suspicious-Activity Reporting
Compliance programs niust
also have a suspicious-activiry
repurting system chat is known o
ill employees and 15 pan of rou-
tine training, said Serino. You
don’t want an examiner to ask an
cmployee if he knows anything
about suspicious activity reports

law enforcement and offers
assistance when a referral is
made o law enforcement.

Implement & process to han-

dle mspcu employecs,
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FOCUS AND ROLE.

led banks to be overly cautious
and, perhaps, overly compliant.
We now have banks making
defensive flings w protect them-
selves from second-guessing.”
“It's interesting to none thar




